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ABSTRACT

Evaluating network components such as network intrusion
detection systems, firewalls, routers, or switches suffers from
the lack of available network traffic traces that on the one
hand are appropriate for a specific test environment but on
the other hand have the same characteristics as actual traf-
fic. Instead of just capturing traffic and replaying the trace,
we identify a set of packet trace manipulation operations
that enable us to generate a trace bottom-up: our trace


















